ANNEX Z4

Operations Security /EEFI
Operations security (OPSEC) is the process commanders and staffs follow to identify and protect essential elements of friendly information. Units and soldiers implement OPSEC measures as part of force protection. OPSEC is not a collection of specific measures to apply to every operation. It is a methodology that applies to any operation or activity at all levels of command. This chapter establishes Army OPSEC doctrine and TTP. First, it explains the OPSEC process established in JP 3-54. Then it describes how commanders and staffs apply it to the military decisionmaking process and other operations process activities. ALL PERSONNEL ASSIGNED TO DETACHMENT 45 OSA ARE MANDATED TO EXECUTE A STRONG KNOWLEDGE AND IMPORTANCE OF OPSEC!!!!

ALL PERSONEL WIL USE PROTECTIVE MEASURES AT ALL TIMES TO IDENTIFY, ANALYZE AND INCORPRATE IN PLANS, DOCUMENTS AND FILES FOR ALL OPERATIONS AND ACTIVITIES TO INCLUDE ACITVITIES OUTSIDE OF WORK!!!

OPERATIONS SECURITY AND INFORMATION OPERATIONS

3-1. Operations security is a process of identifying essential elements of friendly information and subsequently analyzing friendly actions attendant to military operations and other activities to: a. identify those actions that can be observed by adversary intelligence systems; b. determine indicators hostile intelligence systems might obtain that could be interpreted or pieced together to derive essential elements of friendly information in time to be useful to adversaries; and c. select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation. Operations security (OPSEC) applies across the range of Army operations and spectrum of conflict. All units—combat, combat support, and combat service support—conduct (plan, prepare, execute and assess) OPSEC operations to preserve essential secrecy. OPSEC has a reputation of being little more than performing trivial tasks; however, it is vital to success in all types of operations. Often what information friendly forces take for granted is what adversaries need to defeat them. Execution of effective OPSEC measures (see definition paragraph 3-15), however routine, denies adversaries this information and increases the effectiveness of friendly forces.
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3-2. All soldiers execute OPSEC measures. These cover a range of activities, from maintaining silence among peers and family to camouflaging equipment. Effective OPSEC requires disseminating OPSEC guidance to every soldier. Good OPSEC involves telling soldiers why OPSEC measures are important and what they are supposed to accomplish. All must understand the cost of failing to maintain effective OPSEC. Understanding why they are doing something and what their actions are supposed to accomplish, allows soldiers to execute tasks more effectively. Active and deliberate actions by individual soldiers are critical to successful OPSEC.

THE OPERATIONS SECURITY PROCESS

OPSEC Process Actions 

· Identification of EEFI 

· Analysis of adversaries 

· Analysis of vulnerabilities 

· Assessment of risk 

· Application of appropriate OPSEC measures 

3-3. Army forces follow the OPSEC process prescribed in JP 3-54. As with other processes, such as targeting and intelligence preparation of the battlefield (IPB), commanders synchronize OPSEC planning during the military decisionmaking process (MDMP). The OPSEC process includes five actions that apply to any operation. They provide a framework to systematically identify, analyze, and protect essential elements of friendly information (EEFI). The OPSEC process is continuous. G-7s use it to assess the changing nature of adversary operations and friendly vulnerabilities throughout an operation. The OPSEC process is conducted by the OPSEC officer. Actions that compose the OPSEC process follow a sequence. However, as with the MDMP, staffs avoid following the sequence lockstep. Information affecting an OPSEC action can arrive at any time. Effective staffs process the information, enter the OPSEC process at the appropriate point, and execute the actions necessary to act on the information. The following paragraphs discuss the OPSEC actions in the order they logically occur.

OPSEC ACTION 1 – IDENTIFICATION OF ESSENTIAL ELEMENTS OF FRIENDLY INFORMATION

3-4. The product of this OPSEC action is EEFI, a list of information that needs protection. The Army defines essential elements of friendly information as the critical aspects of a friendly operation that, if known by the enemy, would subsequently compromise, lead to failure, or limit success of the operation, and therefore must be protected from detection (FM 3-0). Army doctrine defines EEFI differently from joint doctrine. The joint definition of EEFI focuses on information adversaries want to collect. The Army definition focuses on information friendly commanders want to protect. The joint definition of EEFI includes friendly information that may not compromise friendly operations. However, collecting it consumes resources that adversaries could use to collect EEFI. Army OPSEC doctrine addresses protecting information that is relevant from the adversary’s perspective. It does not address what joint doctrine considers EEFI. 

3-5. The OPSEC process begins with the commander’s initial guidance during receipt of mission. The G-7 recommends initial EEFI if the commander does not name any in the initial guidance. Several sources help G-7s determine information to recommend as EEFI:

The commander’s guidance.
The IO estimate.
The OPSEC estimate (provided by the OPSEC officer and coordinated with the G-7).
The intelligence estimate (information about the adversary and adversary intelligence requirements).
The multidiscipline counterintelligence estimate (normally an appendix to annex B to the operation order (OPORD) or operation plan (OPLAN), or a tab to the intelligence estimate).
The higher headquarters security classification guide for the operation. The security classification guide identifies classified information and EEFI related to the operation. It is itself sensitive information since it names, by classification level, the operation’s most sensitive areas.
Laws and executive orders that require protection of unclassified controlled information.
The multidiscipline counterintelligence section of the G-2 analysis and control element (ACE).

3-6. Commanders determine EEFI. Staffs determine OPSEC measures to shield EEFI from adversary collection systems. EEFI are not part of the commander’s critical information requirements (CCIR); however, they become priorities when commanders establish them.

3-7. The staff identifies possible EEFI and recommends them to the commander throughout the MDMP. Facts, assumptions, and essential tasks may reveal EEFI that apply to the operation. In addition, each course of action (COA) may have EEFI that apply only to it. As the staff war-games a COA, the G-2 identifies friendly information that, if known to adversaries, would allow them to counter the COA. The G-7 adds these elements of information to the EEFI for that COA, recording them in the IO estimate (see appendix C). Upon COA approval, the EEFI for the approved COA becomes the EEFI for the operation.

3-8. When identifying EEFI, the G-7 determines the period during which each EEFI element needs protection. Not all EEFI need protection throughout an operation. Some elements need to be protected only during specific events; others may not need protection until a branch or sequel is executed.

OPSEC ACTION 2 – ANALYSIS OF ADVERSARIES

3-9. The purpose of this OPSEC task is to identify the adversary’s most dangerous and most probable use of collection assets. This analysis focuses on the EEFI. The most dangerous situation is one in which an adversary has the intelligence, surveillance, and reconnaissance (ISR) assets needed to collect data from friendly OPSEC indicators and determine the EEFI. The most likely situation is based on how the adversary has used his assets during past operations. The G-2, G-3, G-7, and OPSEC officer perform this action as part of IPB. Adversary intentions and collection capabilities are identified with the help of these questions: 

Who are the adversaries?
Who has the intent and capabilities to act against the planned operation?
What are probable adversary objectives?
What are likely adversary actions against friendly operations?
What information do adversaries already know?
What collection capabilities do adversaries possess or have access to by financial arrangement or shared ideologies, or coordinated coalitions/ alliances?
Which OPSEC indicators can be faked to deceive adversaries?

OPSEC ACTION 3 – ANALYSIS OF VULNERABILITIES

3-10. This OPSEC action determines OPSEC vulnerabilities of an operation or activity. It has two steps: 

Identify OPSEC indicators.
Identify OPSEC vulnerabilities.

3-11. Operations security indicators are friendly detectable actions and open-source information that can be interpreted or pieced together by an adversary to derive essential elements of friendly information. (The joint and Army definitions are similar. The Army definition substitutes EEFI for critical information.) The G-2, G-3, G-7, and OPSEC officer examine all aspects and phases of the operation to find OPSEC indicators. They then compare them with the adversary targeting cycle and collection capabilities, considering these questions:

What OPSEC indicators will friendly forces create during the operation?
What OPSEC indicators can the adversary actually collect?
What OPSEC indicators will the adversary be able to use to the disadvantage of friendly forces?

The answer to the last question is OPSEC vulnerabilities.

3-12. An operations security vulnerability is a condition in which friendly actions provide OPSEC indicators that may be obtained and accurately evaluated by an adversary in time to provide a basis for effective adversary decisionmaking (JP 1-02). An OPSEC vulnerability exists when an adversary can collect information from an OPSEC indicator, correctly analyze the information, make a decision, and take timely action to degrade friendly operations or place itself in an advantage over friendly forces.

3-13. Analysis of OPSEC vulnerabilities begins during mission analysis and continues through COA development. COA analysis, and assessments during preparation and execution may also identify OPSEC vulnerabilities. Field support teams from the 1st Information Operations Command (Land) (1st IOC [L]), formerly known as the Land Information Warfare Activity (LIWA), can assist in this effort (see appendix F). The G-7 and OPSEC officer record OPSEC vulnerabilities and analyzes them further during the next OPSEC action, assessment of risk.

OPSEC ACTION 4 – ASSESSMENT OF RISK

3-14. The staff assesses risks associated with the overall operation during mission analysis and COA development (see chapter 5 and appendix B). The G-7 and OPSEC officer assess the risks posed by OPSEC vulnerabilities concurrently. The purpose of this OPSEC assessment of risk is to select OPSEC measures that shield OPSEC vulnerabilities and require the fewest resources. This OPSEC action has four steps: 

Conduct a risk assessment for each OPSEC vulnerability.
Select one or more OPSEC measures for each OPSEC vulnerability.
Determine residual risk for each OPSEC vulnerability.
Decide which OPSEC measures to implement.

3-15. Operations security measures are methods and means to gain and maintain essential secrecy about essential elements of friendly information. (The joint and Army definitions of OPSEC measures are similar. The Army definition substitutes EEFI for critical information. The joint definition also includes the OPSEC measure categories.) The following categories apply:

Action control. The objective of action control is to eliminate indicators or the vulnerability of actions to exploitation by adversary intelligence systems. Select what actions to undertake; decide whether to execute actions; and determine the "who," "when," "where," and "how" for actions necessary to accomplish tasks.
Countermeasures. The objective of countermeasures is to disrupt effective adversary information gathering or prevent their recognition of indicators when collected materials are processed. Use diversions, camouflage, concealment, jamming, threats, police powers, and force against adversary information gathering and processing capabilities.
Counteranalysis. The objective of counteranalysis is to prevent accurate interpretations of indicators during adversary analysis of collected materials. Confusing the adversary analyst through deception techniques such as cover does this.

The most desirable OPSEC measures provide the needed protection at least cost to operational effectiveness.

3-16. The OPSEC officer begins assessment of risk by analyzing the OPSEC vulnerabilities identified in the previous OPSEC actions and identifying possible OPSEC measures for each one. Some OPSEC measures may protect more than one OPSEC vulnerability. As part of this step, the OPSEC officer evaluates the sufficiency of standard security measures. This evaluation covers such areas as personnel, physical, cryptographic, document, special access, and automated information systems (INFOSYS) security. It may include an OPSEC review. Continuing OPSEC measures in these areas may provide the necessary protection for some OPSEC vulnerabilities.

3-17. The OPSEC officer then determines the residual risk for each OPSEC vulnerability after the appropriate OPSEC measures are applied to it. The OPSEC officer uses the procedure described in paragraphs B-14–B-17 (see FM 100-14 for a full explanation.) Residual risk is the level of risk remaining after controls have been identified and selected for hazards that may result in loss of combat power (FM 100-14). In this context, OPSEC measures are controls.

3-18. Finally, the OPSEC officer selects OPSEC measures to recommend based on this assessment of risk. The G-7 compares the residual risk with the risk posed by the OPSEC vulnerability if the OPSEC measure is not executed. The difference allows the G-7 to estimate the benefit gained from the OPSEC measure. In deciding which OPSEC measures to recommend, the OPSEC officer considers the following questions:

What is the cost in terms of combat power if an OPSEC measure is employed? Does the cost jeopardize mission success? The OPSEC officer may recommend a no-measures alternative if cost outweighs the risk.
What is the risk to mission success if an OPSEC measure is not executed?
What is the risk to mission success if an OPSEC measure fails?

3-19. The OPSEC officer coordinates proposed OPSEC measures across the staff to minimize redundancy and ensure they do not create new OPSEC indicators. The OPSEC double-checks these factors during COA analysis.

OPSEC ACTION 5 – APPLICATION OF APPROPRIATE OPSEC MEASURES

3-20. The G-7 recommends OPSEC measures to the G-3. These may include OPSEC measures that entail significant expenditures of time, resources, or personnel. Commanders normally approve OPSEC measures during COA approval. Approved OPSEC measures become OPSEC tasks. The G-7 determines criteria of success for them, ensures the OPLAN/OPORD includes them, and makes the arrangements necessary to assess them throughout preparation and execution (see chapter 5). The G-3 directs execution of OPSEC measures in warning orders (WARNOs) or fragmentary orders (FRAGOs). 

3-21. Once the commander approves OPSEC measures, the OPSEC officer monitors their implementation and evaluates them in terms of their criteria of success. The OPSEC officer adjusts measures, if necessary, based on this assessment. The OPSEC officer coordinates monitoring of OPSEC measures with the G-2 and counterintelligence staffs to ensure it receives the appropriate priority. Monitoring may generate IO information requests (IRs). The OPSEC officer passes these to the G-2 for inclusion in the collection plan. Some of these IO IRs may become priority information requirements (PIRs).

3-22. Maintaining OPSEC is a continuous requirement. Assessing OPSEC measures includes collecting lessons learned. Most lessons arise while monitoring execution of OPSEC measures (OPSEC assessments). Others arise from an evaluation of a completed operation or program (OPSEC checks).

CONDUCTING OPSEC OPERATIONS

3-23. The G-7, assisted by the OPSEC officer, helps the G-3 integrate OPSEC into the operations process by combining the OPSEC process with risk management (see FM 100-14). Risk management is a process of identifying, assessing, and controlling, risks arising from operational factors and making decisions that balance risk cost with mission benefits, (JP 1-02). Commanders use it to conserve combat power and resources by identifying and controlling hazards. (A hazard is a condition with the potential to cause injury, illness, or death of personnel; damage to, or loss of, equipment or property; or mission degradation [FM 100-14].) Risk management is an integral part of the MDMP. 

3-24. An OPSEC vulnerability is a type of hazard related to EEFI. Unprotected OPSEC vulnerabilities entail tactical risk. (Tactical risk is risk associated with hazards that exist due to the presence of adversaries. Accident risk includes all operational risk considerations other than tactical risk [FM 100-14]. The OPSEC process addresses only tactical risk.) Because it is used to assess all types of risk, risk management allows the OPSEC officer to integrate assessments of risks from OPSEC vulnerabilities with assessments of other-IO related risks. Figure 3-1 shows the relationship of the steps of the risk management process, the actions of the OPSEC process, and the activities of the operations process.
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Figure 3-1. Integration of the Operations, Risk Management, and OPSEC Processes
3-25. Commanders conduct OPSEC operations to protect EEFI, a defensive IO objective. The product of OPSEC planning is a set of coordinated OPSEC measures that soldiers and units execute to protect the force. Throughout the MDMP, the G-7 treats OPSEC measures as IO tasks. During orders production, the G-7 incorporates OPSEC measures throughout the OPLAN/OPORD as IO tasks and tasks to subordinate units.

PLANNING

3-26. The OPSEC officer performs OPSEC actions throughout the MDMP. 

During receipt of mission, mission analysis, and COA development, the OPSEC officer identifies OPSEC vulnerabilities (OPSEC-related hazards) and assesses the risks they pose.
During COA analysis, the OPSEC officer tests the OPSEC measures (controls) associated with each COA by analyzing OPSEC measures from the adversary perspective.
During COA comparison, the OPSEC officer determines which OPSEC measures to recommend for each COA and which COA is most supportable from an OPSEC perspective.
During COA approval, the OPSEC officer recommends OPSEC measures to counter the risks posed by OPSEC vulnerabilities. The commander decides which OPSEC measures to implement. 
During orders production, the OPSEC officer follows up on coordination done during the MDMP and ensures the OPLAN/OPORD contains instructions necessary to prepare, execute, and assess the approved OPSEC measures.

3-27. The IO estimate is the OPSEC officer’s primary source of OPSEC-related information (see appendix C). The G-7 updates it continuously throughout the operation based on input from IO cell representatives. In a time-constrained environment, a current IO estimate may be the only readily available source of OPSEC-related information. The IO estimate contains the following:

The probable adversary picture of friendly forces (paragraph 2a[4], IO estimate).
Adversary collection capabilities (paragraph 2b[3], IO estimate). 
The current EEFI (paragraph 2d[1], IO estimate).
OPSEC indicators (paragraph 2d[2], IO estimate). 
OPSEC measures in effect (paragraph 2d[3], IO estimate).
OPSEC measures contemplated (paragraph 2d[4], IO estimate).

Receipt of Mission

3-28. During receipt of mission, the OPSEC officer starts the following OPSEC actions: 

Identify EEFI.
Analyze adversaries.

The OPSEC products for receipt of mission are a list of initial EEFI, and a list of OPSEC-related input to the initial ISR tasking.

3-29. Identify Essential Elements of Friendly Information. The commander’s initial assessment and commander’s initial guidance may result in initial EEFI or guidance on developing them. If the commander does not establish initial EEFI, the G-7 recommends initial EEFI based on the IO estimate and initial IO assessment. The G-3 disseminates the initial EEFI in the initial warning order if they are different from the EEFI for the current operation. Paragraph 2d of the IO estimate lists approved EEFI.

3-30. Analyze Adversaries. The G-7 provides the initial EEFI to the G-2 for consideration in the initial IPB. IO IRs concerning adversary capability to collect EEFI are submitted to the G-2 for inclusion in the initial ISR tasking.

Mission Analysis

3-31. The G-7s related product of mission analysis is the OPSEC planning guidance. It is normally part of the commander’s guidance and included in the WARNO that disseminates it. 

3-32. Operations security planning guidance serves as the blueprint for operations security planning. It defines the essential elements of friendly information, taking into account friendly and adversary goals, probable adversary knowledge, friendly deception objectives, and adversary collection capabilities. It also should outline provisional operations security measures. (The joint and Army definitions for OPSEC security planning guidance are different. The Army definition substitutes EEFI for critical information, a joint term that the Army does not use. It does not refer to estimated key adversary questions because these cannot be determined with any certainty. It deletes desirable adversary appreciations and harmful adversary appreciations because these are no longer defined joint terms; it replaces them with deception objectives to link OPSEC and deception planning. It replaces pertinent intelligence system threats with adversary collection capabilities for clarity.) 

3-33. The G-7 develops the OPSEC planning guidance by—

Continuing to identify EEFI.
Continuing the analysis of adversaries.
Beginning the analysis of vulnerabilities 
Beginning the assessment of risk.

3-34. Identify Essential Elements of Friendly Information. The G-7 identifies additional EEFI and reviews and refines existing EEFI throughout mission analysis, based on input from IO cell representatives. MDMP tasks that may yield additional EEFI are—

Conduct IPB.
Determine specified, implied, and essential tasks.

3-35. IO cell members consider friendly and adversary goals, probable adversary knowledge, friendly deception objectives, and adversary collection capabilities when developing additional EEFI.

3-36. Analyze Adversaries. The OPSEC officer participates in IPB throughout the operation to determine the adversary’s most dangerous and most likely use of collection assets. 

3-37. Analysis of Vulnerabilities and Assessment of Risk. OPSEC indicators are possible OPSEC-related hazards. During the MDMP task conduct risk assessment, OPSEC indicators are identified at the same time as hazards associated with IO tasks. The 1st IOC (L) field support teams can support this effort. They provide support to land component and Army commands to facilitate the conduct of IO. Additionally, they enhance worldwide force protection by carrying out a proactive defense of Army information and INFOSYS. The OPSEC officer then assesses the risks associated with those hazards before controls (including OPSEC measures) are applied to mitigate the risk. This assessment allows the OPSEC officer to determine whether any identified OPSEC indicators result in OPSEC vulnerabilities. Sources of information that contribute to this determination are—

The ongoing IPB.
Critical facts and assumptions, particularly assumptions made to replace missing or unknown OPSEC-related facts.
Constraints that affect possible OPSEC measures.

The OPSEC officer establishes provisional OPSEC measures to shield any OPSEC vulnerabilities and determines residual risk (see figure B-10). These provisional OPSEC measures and any changes to the initial EEFI constitute the OPSEC planning guidance, which is disseminated in a WARNO after command approval. The residual risk figures give commanders a tool to help decide how to allocate resources associated with OPSEC measures and where to accept risk, if necessary.

Course of Action Development

3-38. During COA development, the G-7 — 

Continues to identify EEFI.
Continues analysis of adversaries.
Continues analysis of vulnerabilities.
Continues assessment of risk.

The OPSEC products for COA development are, for each COA, additional EEFI, OPSEC vulnerabilities, OPSEC measures, and the residual risk associated with each OPSEC vulnerability.

3-39. Identify Essential Elements of Friendly Information. During mission analysis, the G-7 identified EEFI associated with the overall operation. During COA development, the G-7 identifies additional EEFI associated with each COA and with the critical asset list (see paragraph 5-46). These EEFI are not disseminated unless the G-7 determines that they affect the success of the operation regardless of which COA the commander approves.

3-40. Analysis of Adversaries. The OPSEC officer continues to participate in IPB. The OPSEC officer contributes information IO cell developed by the and obtains the most current information on adversary capabilities and intentions.

3-41. Analysis of Vulnerabilities and Assessment of Risk. As each COA is developed, the OPSEC officer identifies OPSEC indicators and assesses them to determine whether any constitute OPSEC vulnerabilities (hazards). 1st IOC (L) field support teams can assist in this effort. The OPSEC officer develops OPSEC measures (controls) for all OPSEC vulnerabilities and determines the residual risk associated with each OPSEC vulnerability. This information is recorded on the G-7 risk management worksheet (see figure B-10). The OPSEC officer considers measures to counter OPSEC vulnerabilities in the following areas:

Operational.
Logistic.
Technical.
Administrative.
Military deception.
Physical destruction.
Electronic warfare.
Public Affairs (PA).
Civil Military Operations.

3-42. The OPSEC officer coordinates OPSEC measures as they are developed. Coordination may include developing rules of engagement for some OPSEC measures. Coordination requirements may include—

Determining the effects of some OPSEC measures on PA operations.
Obtaining guidance on terminating OPSEC measures.
Obtaining guidance on declassification and public release of OPSEC-related activities.
Obtaining administrative and logistic support for OPSEC tasks.
Establishing OPSEC coordination measures and command and control measures.
Establishing assessment (monitoring and evaluation) mechanisms.
Submitting IO IRs and requests for information to support assessment of IO tasks.
Conducting OPSEC checks.
Arranging input for after-action reports.
Arranging support of OPSEC-related communications requirements.

Course of Action Analysis (War-gaming)

3-43. COA analysis allows the OPSEC officer to test OPSEC measures associated with each COA. During the war game, the commander may modify the COA based on how events develop. The OPSEC officer determines whether modifications result in additional EEFI or OPSEC vulnerabilities. If so, the OPSEC officer recommends OPSEC measures to shield them. In addition, the G-7— 

Continues to identify EEFI.
Continues analysis of adversaries.
Continues analysis of vulnerabilities.
Continues assessment of risk.

3-44. The OPSEC products for COA analysis are, for each COA, an evaluation in terms of criteria established before the war game and refined lists of EEFI, OPSEC vulnerabilities, and OPSEC measures. The OPSEC officer also determines—

Decision points for executing OPSEC measures.
Operational support needed for OPSEC measures.
OPSEC measures needed to support possible OPSEC branches and sequels.
Whether any OPSEC measures require addition coordination.

3-45. Identify Essential Elements of Friendly Information. The G-7 records any additional EEFI revealed during the war game, particularly those that result from modifying a COA. The OPSEC officer determines whether they produce OPSEC indicators.

3-46. Analysis of Adversaries and Analysis of Vulnerabilities. The OPSEC officer notes additional adversary capabilities; additional OPSEC indicators, including OPSEC indicators produced by newly identified EEFI; and any gaps in the IPB revealed during the war game. The OPSEC officer determines whether adversary capabilities and OPSEC indicators revealed during the war game result in OPSEC vulnerabilities. If so, the OPSEC officer develops OPSEC measures to shield them. The OPSEC officer works with the G-2 to obtain information to fill IPB gaps.

3-47. Assessment of Risk. The OPSEC officer determines criteria for comparing COAs from an OPSEC perspective before beginning the war game. During the war game, the OPSEC officer evaluates the effectiveness of each OPSEC measure. The OPSEC officer also assesses the residual risk associated with any IO vulnerabilities identified during the war game, determines appropriate IO measures, and tests them.

3-48. Evaluation of Courses of Action. After war-gaming each COA, the OPSEC officer evaluates it based on criteria established before beginning the war game. The OPSEC officer also identifies each COA’s strengths, weaknesses, advantages, and disadvantages. Criteria include costs associate with OPSEC measures and the risk involved with implementing or not implementing them.

Course of Action Comparison

3-49. During COA comparison, the staff compares feasible COAs to identify the one with the highest probability of success against the most likely adversary COA and the most dangerous adversary COA. The G-7 product of COA comparison is a determination of which COA is most supportable in terms of IO. That determination is included in the staff recommendation to the commander during COA approval. The G-7 considers all IO elements when comparing COAs, not just OPSEC. The G-7 makes this determination based on the comparison criteria established before the war game. 

3-50. During COA comparison, the OPSEC officer completes OPSEC action 4, assessment of risk, by determining which IO measures (controls) to recommend for each COA (recommending a risk decision). The G-7 considers the costs associated with these measures when recommending a COA for command approval.

Course of Action Approval

3-51. During COA approval, the staff recommends a COA to the commander for execution. The recommended COA includes OPSEC measures identified and tested during the preceding MDMP tasks. The OPSEC officer identifies OPSEC measures that entail significant resource expenditure or risk and requests decisions concerning them. Otherwise, when the commander approves a COA, he approves the OPSEC measures associated with it.

Orders Production

3-52. During orders production, the OPSEC officer follows up on coordination done during the MDMP. The OPSEC officer— 

Ensures the OPLAN/OPORD contains the instructions necessary to prepare, execute, and assess approved OPSEC measures.
Prepares the OPSEC paragraph of the IO annex and the OPSEC appendix to the IO annex.
Ensures all concerned know which OPSEC measures are approved.

3-53. During orders production, G-7—

Follows up on coordination done during COA development.
Ensures EEFI are listed in the OPLAN/OPORD coordinating instructions.
Ensures OPSEC measures (IO tasks) are included in the tasks assigned to subordinate units.

PREPARATION AND EXECUTION

3-54. During preparation and execution, the G-7 monitors and evaluates preparation and execution of all IO tasks. These actions include overseeing application of OPSEC measures for the approved COA (supervising the implementation of controls). The OPSEC officer— 

Assesses (monitors and evaluates) execution of OPSEC measures.
Recommends/directs OPSEC measure changes based on assessments. These changes are normally directed by the FRAGO.

ASSESSMENT

3-55. Monitoring and evaluating OPSEC measures are continuous throughout the OPSEC process. IO cell members are alert for any OPSEC indicators in their functional areas that may result in OPSEC vulnerabilities. The preceding paragraphs have noted how continuous assessment contributes to refining OPSEC products. They also identified places where 1st IOC (L), field support teams can assist in this effort. 

3-56. Commanders use the following tools to assess OPSEC:

OPSEC review.
OPSEC assessment.
OPSEC check.

OPSEC reviews are addressed in most units standing operating procedures. An OPSEC review is an example of an OPSEC measure that is routine, but important. OPSEC assessments and OPSEC checks are more elaborate and resource intensive. Commanders use them based on the situation, primarily the time and resources available. Figure 3-2 contains examples of questions OPSEC officers can ask to determine the status of OPSEC in the command.
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Figure 3-2. OPSEC Status Indicators 
OPSEC Review

3-57. All staff sections review staff documents and INFOSYS logs to ensure protection of sensitive information. Standing operating procedures should state which documents (for example, news releases) automatically go to the OPSEC officer for review. They should also provide standards for protecting, storing, and handling sensitive information and INFOSYS. When corrective action is necessary, such as an OPSEC assessment or review, the OPSEC officer provides recommendations to the appropriate staff officer.

OPSEC Assessment

3-58. OPSEC assessments monitor an operation to determine the unit’s overall OPSEC posture and evaluate compliance of subordinate organizations with the OPSEC appendix to the IO annex. OPSEC officers conduct OPSEC assessments. They submit results and recommendations to the commander.

OPSEC Check

3-59. The OPSEC officer conducts, with appropriate assistance, OPSEC checks. An OPSEC check determines if the command is adequately protecting EEFI. It analyzes the conduct of the operation to identify sources of OPSEC indicators, what they disclose, and what can be learned from them. The objective is to identify unprotected OPSEC vulnerabilities. OPSEC checks help commanders assess OPSEC measures and adjust them if necessary. Effective OPSEC checks require careful planning, thorough data collection, and thoughtful analysis. They are resource intensive, so the OPSEC officer usually executes an informal assessment first to determine if there is a need for a complete OPSEC check. 

3-60. An OPSEC check attempts to reproduce the intelligence image that a specific operation projects. From that image, the OPSEC officer identifies OPSEC vulnerabilities. OPSEC checks differ from adversary collection efforts in that they occur within a limited period and normally do not use covert means. They verify the existence of OPSEC indicators by examining all of an organization’s functions at all points of the operations process. An OPSEC check traces the flow of information from start to finish for each function.

3-61. OPSEC checks vary based on the nature of the information being protected, the adversary collection capability, and the environment. In combat, they identify actual OPSEC vulnerabilities. In peacetime, they identify potential OPSEC vulnerabilities.

3-62. OPSEC checks should not be conducted as inspections. There is no grade and there is no report to the checked unit’s higher headquarters. An OPSEC check should not focus on the effectiveness of security programs or adherence to security directives. Such compliance-based evaluations should be conducted as inspections.

