ANNEX Z6

OPSEC EVALUATION FORM    

NAME:___________________________    EVALUATOR:_______________________

DATE:___________________________

Evaluation Preparation: 
Setup: Provide the soldier with scenerio
Brief Soldier: Tell the soldier to maintain OPSEC procedures to protect critical aspects of operations from exploitation by threat intelligence.
Performance Measures
GO
NO GO

1. Defined OPSEC.
——
——

2. Defined indicators.
——
——

3. Identified threat capabilities.
——
——

4. Identified OPSEC measures.
——
——

5. Implemented OPSEC measures.
——
——

a. Identified critical information.



(1) Determined what protection was needed.



(2) Identified key questions the threat are likely to ask about friendly intentions, capabilities, and activities.



(3) Identified friendly force profile.



(4) Avoided setting patterns.



b. Conducted analysis of threats.



(1) Identified OPSEC vulnerabilities.



(2) Found OPSEC indicators.



c. Conducted an analysis of vulnerabilities.



(1) Identified OPSEC measures for each vulnerability.



(2) Selected OPSEC measure for each vulnerability.



(3) Assessed the sufficiency of routine security measures.



d. Performed risk assessment.



(1) Considered the impact of an OPSEC measure on operational efficiency.



(2) Considered the probable risk to mission success if the unit does not implement an OPSEC measure.



(3) Considered the probable risk to mission success if an OPSEC measure does not work.



(4) Decided which OPSEC measures to implement.



(5) Checked the interaction of OPSEC measures.



(6) Coordinated OPSEC measures with the other elements of C2W.



e. Applied appropriate countermeasures to deny threat friendly information.



(1) Implemented measures that require immediate action.



(2) Tasked OPSEC measures using OPSEC annex.



(3) Briefed OPSEC requirements to planners, participants, and support personnel.



(4) Monitored OPSEC measures during execution.



(5) Made adjustments to improve the effectiveness of existing measures.



6. Defined OPSEC review, assessment, and survey.
——
——

a. Defined OPSEC review.



b. Defined OPSEC assessment.



c. Defined OPSEC survey.



