ANNEX I

FRATRICIDE PREVENTION 

1. REFERENCES. 

a. TC 1-210 

b. FM 1-140 

c. FM 25-101 

d. FM 100-5 

2. PURPOSE. To provide the Commander with a training tool and Fratricide Action Plan that will prevent fratricide incidents and increase battlefield awareness.  This document is primarily for Attack units but brings increased awareness to all soldiers. Also see http://www.adtdl.army.mil/cgi-bin/atdl.dll/call/92-4/a_call92-4.htm
3. RESPONSIBILITIES. 

a. Commander - The unit commander will ensure that fratricide prevention training is incorporated into all tactical field training exercises and weapons firing operations. He will ensure that appropriate fratricide prevention measures contained within this SOP and other appropriate measures are implemented into all tactical operations. 

b. Unit Leaders and Trainers - Leaders and trainers at all levels will use these Tactics, Techniques and Procedures as training tools to prevent fratricidal exchanges. 

c. Individual Soldiers - Unit personnel at all levels must; be constantly aware of their situation, master direct fire control, be experts at air and land navigation, be proficient in positive combat identification, fully participate in battlefield control measures, maintain open lines of communications for battlefield reporting, be aware of the Rules Of Engagement (ROE), not allow lapses in weapons discipline and be highly trained regarding battlefield hazards. 

4. DEFINITIONS. 

a. Fratricide - the employment of friendly weapons and munitions with the intent to kill the enemy or destroy his equipment/facilities, which results in unforeseen and unintentional death or injury to friendly personnel. 

b. Situational Awareness - the real-time accurate knowledge on one's own location (and orientation), as well as the locations of friendly, enemy, neutrals, and noncombatants. This includes the awareness of the METT-T conditions that impact the operation. 

c. Positive Identification - the immediate, accurate, and dependable ability to discriminate through sight between friend and foe. Optimally this ability extends to maximum engagement and acquisition range. 

5. PRIMARY CAUSES OF FRATRICIDE. 

a. Lack of positive target identification and inability to maintain situational awareness in combat environments are the major contributors to fratricide. 

b. Loss of Situational Awareness: 

(1) Inadequate Fire and Maneuver Controls - units may fail to disseminate (through positive communication and rehearsals) the minimum necessary maneuver and fire control measures to coordinate activities on the ground. Units fail to tie control measures to recognizable terrain features and events or create a recognizable feature. Improper use or understanding can also make control measures ineffective. 

(2) Direct Fire Control Failures - Defensive and offensive fire control plans may not be developed or may fail in execution. Not designating target reference points, engagement areas, and priorities, or failing to adhere to established parameters. Weapons positioning can be poor, and fire discipline can break down upon contact. 

(3) Navigation Failures - Navigation on the ground or in the air can be complicated by difficult terrain, weather, visibility, and lack of navigation proficiency. Navigation problems can cause aircraft or ground elements to stray out of sector, off routes, report wrong locations, become disoriented or employ fire support weapons from the wrong location. As a result, friendly elements may collide unexpectedly or engage each other erroneously. 

(4) Reporting and Battle Tracking Failures - Commanders and their command posts at all levels often do not generate timely, accurate, and complete reports or track subordinates as locations and the tactical situation change. Commanders are, therefore, unable to maintain situational awareness. 

(5) Known Battlefield Hazards - Unexploded ordnance, unmarked and unrecorded minefields, FASCAM, munitions debris, and booby traps litter the battlefield. Failure to mark, record, move, or otherwise anticipate these threats leads to casualties. 

c. Positive Identification and Combat Identification Failures - Gunners and pilots in many situations cannot distinguish friendly and enemy thermal, optical, and visual signatures near the maximum range of their weapons systems. During limited visibility or in restricted terrain, units close to each other can mistake each other for the enemy due to short engagement windows and decision time. We do not have an absolute means to determine friend or foe, other than visual recognition. This problem is compounded however, when the enemy and our Allies are equipped similarly, and when the enemy uses U.S. equipment. 

d. Individual and Weapons Errors - 

(1) Lapses in unit and individual discipline or violations of the Rules of Engagement allow errors that are more than merely accidents. Examples are out-of-sector engagements, unauthorized discharges, mistakes with explosives and hand grenades, charge errors, incorrect gun data and similar incidents. In order to prevent out-of-sector engagements perimeter defensive positions should visibly mark sector limits with pickets or markers approximately 20 meters out from the position. These markers can be made of chemical sticks at night placed in a half cut out can or box so the marker is visible to the defensive position, but not visible to the other side. 

(2) Other contributing factors such as anxiety, confusion, bad weather, and inadequate preparation may greatly increase the chances of navigation errors that may lead to fratricide. Short planning time, failure to rehearse, and leader failure are also conditions that can result in fatally flawed plans, missions, moves, or control measures. 

6. EFFECTS OF FRATRICIDE. 

a. The effects of fratricide can be devastating and spread deeply within a unit. Fratricide increases the risk of unacceptable losses and increases the risk of mission failure. Fratricide seriously affects the unit’s ability to survive and function. 

b. Previous behavior of units experiencing fratricide include: 

(1) Hesitation to conduct limited visibility operations.
(2) Loss of confidence in the unit's leadership.
(3) Increase of leader self doubt.
(4) Hesitation to use supporting combat systems.
(5) Over supervision of units.
(6) Loss of initiative. 

7. FRATRICIDE PREVENTION TRAINING. 

a. Field Training - During field training the commander will emphasize scenarios that call for deterioration of one or more elements. Trainers can introduce "clues" of the deterioration that should trigger risk management by each successive supervisory element. The supervisory elements that update their risk management in stride will not have problems. 

b. Live Fire Training - Live fire exercise stimulate all of the human perceptions to the maximum degree. Firing tables now allow commanders to include friendly combat arrays in combat tables. Significant crew coordination is required as friendly targets appear in the scenario, which may never have been considered previously. Expending the extra effort to place a friendly combat array in a firing table provides the commander with an excellent means of stressing fratricide during training. Live fire training and exercises provide a good opportunity for the commander to stress fratricide prevention techniques. Every effort will be made to include this training during these exercises. Range officers and crewmembers will practice positive control of fires, but should also experiment with different types of techniques for prevention of fratricide. 

c. Training Literature - There is no single publication that fully addresses this issue. This SOP will serve as the training and wartime guidance until official doctrine is promulgated. 

d. ASET Training - The ASET training CD is a valuable tool for initial and recurrent training of issues that can affect fratricide. This training is mandatory for all unit aviators. Annual completion of this training will be documented on the aviator's DA Form 7122.

e. Combat Vehicle Identification (CVI) Training - Soldiers at all levels must develop the aptitude to develop CVI skills through building block learning and continuous repetition. Intensive CVI training will begin upon mobilization. Moving target CVI training will not be an element of early identification training. Quality of eyesight is important in distinguishing CVI. Amplifiers such as binoculars and NVGs aid in detection. Use of references to confirm images for day and night identification is encouraged. 

f. Battle Roistering Crew Drill, or Battle Drill Training - Crews that have not undergone gunnery, force-on-force- maneuver, or night operations are potentially fratricide prone. This should be considered when making crew assignments. Crew gunner reactions must sometimes be instinctive, but should include an assessment based upon all environmental factors. A verification procedure with the PC or other crewmembers may be necessary for any questionable engagements. Fratricide prevention training should not only be conducted with individual unit ground support personnel, but should also be conducted with battle roistered crews (BRCs) as well. The training will be documented in the appropriate Individual Aviation Training Folder. Strive to make crew/unit reactions instinctive, but include the component of assessment based upon environmental factors. Crew coordination training is mandatory to ensure maximum effective cockpit communication and action. Crews trained to proficiency and not to time will enhance battlefield coordination and synchronization. 

g. Use of any training device that helps to process and retain information faster is encouraged. Examples are; training tapes, simulators, simulations, etc. 

8. WEAPONS CONTROL MEASURES. 

a. The current or planned weapons control status will be briefed to each soldier check point, outpost, crew, or gunner prior to their assignment, mission, or duty period. The briefing is mission dependent, but will normally include the friendly situation, enemy situation, rules of engagement, sectors of fire, possible targets, marking of targets, marking of friendly troops and equipment, mission specific fire commands, and other mission specific information. Weapons loading/unloading and test fire/clearing locations and procedures will also be briefed. 

b. The soldier/gunner will acknowledge the weapon control status to the briefer/PC. If the weapon control status is in other than "HOLD", the soldier/gunner will announce that the weapon is in a condition and position to fire. Door gunners will report "GUN READY". 

c. Standard Weapons Control Status - 

(1) Weapons HOLD - Do not fire on a target unless you have positively identified the target as the enemy. Friendly forces are near by. Weapons will remain slung or holstered. Ammunition issued to an individual will be carried/stored in a magazine pouch or uniform pocket separate from the weapon. During normal operations weapons/firearms will not be loaded (no magazine/belt inserted or a round in the chamber) and the safety device will be engaged. Weapons/firearms will only be loaded for self-defense purposes when force appears to be necessary to protect oneself or others in imminent danger of death or serious bodily harm. For door gunners the weapons will remain in a stowed position. Enemy contact is not likely. 

(2) Weapons TIGHT - Do not fire on a target except for self defense or unless fired upon by an unknown source. Weapons/firearms will be loaded (magazine inserted, but no round in the chamber) and the safety device will be engaged. For door gunners weapons will be placed in a "Gun Ready" position ready to fire. However, firing will only be executed on order of the PC. Enemy contact is possible. 

(3) Weapons FREE - You may fire on any target within the specified sector of fire or free fire area. There are no friendly forces within the designated target area. Weapons/firearms will be loaded (magazine inserted, with a round in the chamber) and the safety device will be engaged. Door gunners make the decision to fire based upon the mission brief. Enemy contact is expected. 

9. RULES OF ENGAGEMENT (ROE). 

a. Rules Of Engagement are directives issued by competent military authority that specify the circumstances and limitations under which forces will initiate and/or continue engagement with other forces encountered. Detailed ROE will be briefed to each soldier, check point, outpost, crew, or gunner prior to their assignment, mission, or duty period. 

b. ROE establish engagement criteria for various conditions the soldier or gunner might face. They might also deal with when to load/clear/check weapons and what the requirements are to clear fires by weapon type. 

c. ROE must be consistent with the inherent right of self-defense possessed by individuals, units and nations. These include: 

(1) There is a right to use proportional force, including armed force, in self-defense to deter or neutralize a potential attack or, if necessary, to destroy the attacker. 

(2) The right to act in self-defense by using force up to and including deadly force is limited by two factors: Necessity and proportionality. The requirement to necessity is met when an attack takes place or when a potential attack is imminent. The requirement of proportionality means that the force used in response to the attack or to counter the potential attack is limited in intensity, duration and magnitude to what is reasonably required to ensure the continued safety of the individual or nation. 

d. It is not necessary that a group be declared hostile by a higher headquarters before force can be used against it in self-defense. When force is used in a bonafide self-defense, no separate authorization to engage is required but the chain of command must be notified as soon as possible that force has been applied. 

10. UNIVERSAL RULES OF ENGAGEMENT. 

US Forces participating in training or Operations Other Than War have only an exercise mission generally under normal peacetime conditions. Under such circumstances, using deadly force to accomplish this mission is not necessary. However, should you be subject to an attack or a demonstration of hostile intent, these ROE are applicable. 

a. You always have the right to act in self-defense. 

b. In all cases you are to use only the amount of force necessary to neutralize the attack or threat. 

c. You may use deadly force to protect your life and the lives of the members of your unit. Once the threat ends, the right to use deadly force stops. 

d. You may use deadly force to prevent the theft of property, such as weapons that will pose an immediate threat to your life or the lives of members of your unit. 

e. You may also use deadly force to protect US Government property when its loss will adversely affect national security. The chain of command will tell you which, if any, property on your deployment fits this criterion. 

f. You may detain persons who pose an immediate threat to use deadly force against you. Release them to appropriate law enforcement or host nation authorities as soon as practical. 

g. Disarm detained persons. Turn over the seized weapons to appropriate law enforcement personnel or host nation authorities as soon as practical. 

h. ROE may be changed as the situation changes. Be prepared to adapt to new use of force authorizations, as circumstances require force authorizations, as circumstances require. 

11. UNIT ASSEMBLY AREA PROCEDURES. 

a. Only soldiers on guard duty and/or on duty at the unit "main gate" or vehicle dismount point will have their weapons loaded, but placed on SAFE. NO rounds will be chambered. WEAPONS TIGHT status procedures will be used. 

b. Ammunition issued to all other unit personnel will be carried/stored in a uniform pocket or ammunition case separate from the weapon. 

c. During normal daily operations firearms will not be loaded (no magazine inserted or a round in the chamber) and the safety device will be engaged. Firearms will only be loaded for self-defense purposes when force appears to be necessary to protect oneself or others in imminent danger of death or serious bodily harm. WEAPONS HOLD status procedures will be used. 

d. When this unit is within an Assembly Area (AA) protected by other security forces all other unit perimeter defensive weapons (M60 and 50 CAL) will remain ready for use but will be clear of ammunition and the safety placed to the ONposition. Ammunition belts and magazines will be stored in the appropriate ammunition boxes close to the weapon, but readily accessible and ready for use. WEAPONS HOLD status procedures will be used. 

e. Individual weapons (9mm & M16) will remain unloaded and on SAFE while within the unit area. Ammunition clips will be stored in a pocket or ammunition pouch. Ammunition clips will NOT be placed in the weapon until the threat condition warrants and directed by the unit commander. 

12. ADDITIONAL FRATRICIDE REDUCTION MEASURES. 

a. Reconnaissance Priorities - Properly executed reconnaissance can greatly reduce fratricide risk. Normally, priority intelligence requirements (PIR) relate to confirming the enemy on the objective. However, this information can also be used in reducing the fratricide risk. The commander, AMC, convoy commander, etc., should consider PIR when determining the feasibility of routes, navigation, LZs, PZs, assembly areas, etc. Identifying hazards and confirming control measures will help the commander continue to update his plans and reduce operational risk. 

b. Rehearsals and Brief backs - 

(1) Experience demonstrates that failure to plan, prepare, rehearse, or brief back has a negative impact upon execution of assignments weather they be air movements or vehicle convoys. 

(2) Rehearsals and brief backs at all levels are key to understanding the concept of operation and must be considered when time permits. The advantages will be in verifying specific responsibilities, timing, and backup or contingency procedures to help synchronize unit operations. 

c. After Action Reports (AARs) - All AARs should address fratricide by highlighting near-fratricidal incidents and successful prevention techniques. These AARs should also include reviewing planning, preparation and execution of incidents, why they took place, ways to prevent like incidents and revise ROE based upon future fratricide potential. 

d. Conventional and Scatter able Minefield Reporting - Fratricide from friendly minefields is a major problem due to lack of coordination, failure to disseminate obstacle plans, and failure to accurately report locations back up the chain. FM 20-32, Mine/Countermine Operations, addresses minefield reporting, recording, marking, etc. Unit personnel should be aware of these shortcomings and ensure that these barriers are reported up the chain using the "FLASH" traffic format or quick traffic format similar to NBC reports if observed during missions. 

e. Unexploded Ordnance (UXO) Training and Reporting - Soldiers are continuously killed and wounded handling unexploded munitions. Many rounds and sub munitions may appear to be "duds" or "empty". Unit personnel and leaders must understand the inherent dangers in handling any unexploded munitions. If discovered, unit personnel must not touch or disturb these devises. Place a guard a safe distance away from the devise or mark it then report it immediately up the chain of command. Don't take any chances with UXOs. 

f. Field Discipline - Another category of self-inflicted losses involves mistakes made with weapons and explosives. Only careful guidance at the lowest levels and supervision can control these preventable casualties. Enforcement of strict policies (ROE) on use of booby traps, weapons on safe, employment of claymores and explosives, and use of hand grenades can help to prevent fratricide. 

g. Marking Friendly Troop Locations - The location of friendly troops will be physically marked using ground-burning illumination, WP, beacons, colored smoke, strobes (with IR filters), and identifiable Engagement Areas (EAs) to orient fires. Use different techniques frequently so the specific marking is not compromised. 

h. Combat Vehicle Marking System (CVMS) - The CVMS establishes a single prescriptive standard for marking combat vehicles. The system uses numbers, chevrons and half chevrons on the side (20X20) and back (30X30) panels for combat vehicles. Features of the system will aid command and control efforts by allowing quick and easy identification of combat units in the close battle. 

i. AMCs, Liaison Officers (LOs) and Liaison Parties - 

(1) AMCs' and LOs' duties and responsibilities must be more than arriving at a predetermined location and exchanging graphics and unit locations. They must have a good understanding of the commander's intent and scheme of maneuver to anticipate problems. Fratricide prevention techniques must be included an briefed for all unit operations. 

(2) Liaison parties or boundary coordination teams are valuable coordination tools, particularly between allied or coalition forces. Cross attaching LOs, parties, or teams between our unit and others with which we are likely to have direct contact with are instrumental in resolving radio, SOI, language, and coordination difficulties. 

j. Material and Equipment Techniques - 

(1) Currently there are no material solutions to the fratricide problem however; their primary utility appears to be as aids in command and control, not vehicle recognition. Some examples of marking uses include: 

(a) Troop or engagement area boundaries.
(b) Near side of friendly minefields or lanes.
(c) Guide beacons for vehicle positions, maneuver, march column or passing units.
(d) Flank coordination and orientation.
(e) Front-line trace or close air missions.
(f) Friendly recognition at passage points or contact points.
(g) Deception operations.

(2) Various field expedient techniques should be used to augment existing flashlight and chemlight signaling devises. Several should be used in combination for redundancy however; we must keep in mind some general disadvantages: 

(a) IR sources are visible to a wide variety of IR viewers and are hard to discriminate from visible light sources.
(b) IR sources have little utility in daytime operations.
(c) IR sources are generally not visible in thermal sights.
(d) Pulsating sources (Budd/DARPA/beacons) can resemble machine gun fire.
(e) IR sources can have a blinding effect when used improperly.
(f) Some devises are difficult to screen from enemy air and ground detection.
(g) Their use as IFF would require identifiable arrays, changed daily with SOIs for OPSEC. 

(3) Budd lights and DARPA lights are both near IR strobe emitters for strap-on vehicle or soldier use. They are visible at night for 6 to 8 kilometers using night vision devises. Both are susceptible to atmospheric attenuation and obscuration. Budd lights are smaller, more economical, and use a simple 9-volt battery. DARPA lights are bigger and need seven "C" cell batteries, but have a somewhat adjustable beam. 

(4) Thermal beacons are thermal lights, 24 inches high, which attach to the top of vehicles. They emit a thermal signature in a strobe-like fashion. In some configurations the beacon will only flash when a separate sensor detects incoming laser range finder energy. They generally add a conspicuous physical presence to the vehicle outline and have a polished aluminum surface that flashes reflected sunlight or moonlight. 

(5) Thermal tape is a technical innovation called No Power Thermal Target Tape (NPTTT). When viewed by a thermal sight at close range, NPTTT material offers a distinct image that appears as the reverse polarity of the thermal image. To be discernible at 2000 meters, large panels (approximately 2 x 2 feet) are necessary. 

(6) Luminescent paint, glint tape (IR reflective) and chemical lights are other materials that can be used, but are not as successful as NPTTT. Other field expedient items include strobe lights with IR filters in number 10 cans pointing upwards for aerial identification. When glint tape is used on personnel it works well in forested areas, but its use is degraded in built up areas because of the greater ambient light level. 

(7) Accurate navigational aids such as LORAN or GPS are passive receivers that soldiers and aviators can use as invaluable aids in confirming locations and maintaining orientation in largely featureless terrain. 

13. FRATRICIDE RISK ASSESSMENT. 

a. Operational risk assessment helps leaders weigh the relative risk associated with each METT-T factor. Whether used for actual combat operations or a training event, this thought process complements the commander's estimate of the risks and can be a powerful tool for force protection. All leaders (commander, AMC, section leader, etc.) must tailor the specifics of this mostly subjective analysis to each organizations own strengths and vulnerabilities. A single comprehensive, highly numeric approach cannot meet all the unit's needs under all circumstances. Adverse terrain and weather for a convoy move may be optimal for a light force move. Adequate planning time for a aviation logistic operation may be marginal to high risk for a cross-FLOT operation. Although this is a simplified approach for a wide application, it assists the leader in the decision making process then relies on his experienced judgment. 

b. After assessing each METT-T factor, the leader can consider specific measures to reduce the risks identified, incorporate the controls into the plan, and rehearse as appropriate. In some cases the analysis may not dictate using additional controls. In these situations, the heightened risk awareness is an automatic measure. 

c. As with Troop Leading Procedures, the final phase of risk assessment and management is to supervise and enforce the provisions of the plan. During execution, as significant components of the estimate change, the leaders will need to reconsider risk levels and reduction measures currently in place. This continuing assessment of risk is an integral component of the Command and Control Battlefield Operating System (BOS). 

14. Casual Factors Per TC 1-210
a. Poor land navigation – Never eas, navigation is often coplicated by difficult terrain or weather and visibility. Navigation errors can cause units to stray out of sector, report wrong locations, become disoriented, or employ fire engagements to wrong locations.

b. Loss of communications – Actions need to be planned in case of lost commo. 

c. Position Reporting Errors – Unit may be danger close and report inaccurate position therefore increasing the threat of friendly fire.

d. Incorrect target identification -  Soldiers cannot distinguish friendly and enemy thermal and optical signatures near the maximum range of their wepaon systems. Limited visiblity also plays a part

e. Incomplete planning and coordination – PLAN PLAN PLAN and rehearse. Maintain situational awareness and now your plan of action.

f. Equipment failure or improper procedures – Weapons errors as of lapses in unit and individual discipline or violations of the Rules of Engagements allow errors that are not merely accidents. Examples oare out of sector engagements, unauthorized discharges, mistakes with explosives and hand grenades, charge errors, incorrect gun data and similar incidents.

