Chapter  3

Security/ELECTRONIC SECURITY
____________________________________________________________________________

3-1.  Purpose.  To provide for the physical and administrative security of Detachment 45;  in order to minimize loss, theft and damage of government property.  Its function is to provide operational control and procedures to Detachment 45 personnel.

3-2.  General.  Detachment 45, OSACOM has a Memorandum of Agreement with the AASF NVARNG, NV to provide necessary security for the Detachment.

3-3.  References:     

     a.  OSACOM SOP.

     b.  MOA, Detachment 45 and AASF Reno, NV.

3-4.  Duties and Responsibilities.  The Detachment Commander is responsible for the unit security program.  Individual unit members will comply with this SOP and are expected to use sound judgment when dealing with Physical and Electronic Security, COMSEC and OPSEC issues.

     a.  During normal working hours full-time AGR/technicians, full-time support supervisory personnel and Detachment 45 personnel are responsible for the security of their respective areas.

     b.  Aircrew and maintenance personnel requiring access to the Detachment 45’s office, maintenance area and hangar space during non-duty times will ensure that those areas of use are secured when their duties are completed.

     c.  A security force protects the OSA Det 45 hangar twenty-four (24) hours a day.  Specific duties and responsibilities are outlined in the AASF Security Plan under Permanent Orders, Special Orders and Contingency Plans.

3-5.  Physical Security.  The Detachment 45 OSA Security SOP is modified here as it applies to Detachment 45.  In the event of mobilization, Detachment 45 will adhere to the security plan of the host facility.PRIVATE 

     a.  Specific areas of security will include the administration (operations) area and the C-12 hangar, and associated classrooms and storage areas.  


b.  Permission to enter the facility will be IAW the Detachment staff and AASF Security.   During drill weekends the senior unit member is responsible for security of the facilities used.


c.  Credit Card and Key Control.

        (1).  A stringent system of control will be implemented to insure ready identification of individuals having possession of credit cards and keys and those who have been temporarily issued keys to a specific area.  

        (2).  The Detachment commander will appoint a Primary Credit Card and Key Control Custodian.  

        (3).  Keys will be stored IAW NGR 190-11.   Keys and credit cards will be locked in the Detachment 45 key control lock box. Aircraft keys will be controlled by Civilian Contract Maintenance and issued to aircraft crews enclosed in the aircraft logbook.  Aircraft maintenance keys will be controlled IAW AR 190-51.

     d.  The current detachment TDA does not provide for weapons.  At such time that the detachment is issued weapons they will be hand-receipted HQSTARC, NV Supply NCO and secured in the HQSTARC or  “Harry Reid” Armory arms room and subject to their inspections and security requirements.

     e.  Aircraft and Aircraft Parking Areas.

        (1).  Airplane and Fixed Wing aircraft parking area security is the responsibility of the AASF Reno Security force. Off-site security is the responsibility of the mission Pilot-In-Command.

        (2).  Upon mission completion, the aircraft     

civilan contractor will provide security until the end of duty. After end of duty AASF Security will assume security responsibility. The PC will be responsible for aircraft security off the Reno/Stead airport IAW Operations, para 4-35 of this SOP.

        (3).  Primary aircraft keys and credit cards will be secured inside the Civilian Contract maintenance office. The aircraft locked inside the hangar with AASF 24 hour security responsibility.  The assigned maintenance supervisor or the PC has the responsibility for the proper control of these items.

     f.  Report of Loss, Theft or Damage.

        (1).  All loss, theft or damage to government property will be dealt with IAW NGR 190-11.

        (2).  Incidents must be reported through the chain of command.  The reporting individual must have the information necessary to submit a Serious Incident Report (SIR) IAW AR 190-40.


3-6.  Classified Material and Equipment. 
             Currently, Detachment 45 has no classified material.  In the event Detachment 45 becomes 

the holder of any classified material or is assigned any CCI, the AASF SOP, which covers these areas, will be implemented.

3-7.  Security Clearances/Passports.

     a.  HQSTARC, NV maintains DA Forms 873 for military personnel.  Detachment 45 OSA personnel will update personnel security, and obtain passports or clearances as necessary.

     b.  The civilian maintenance contractor will provide the detachment with verification of security clearances for their personnel and will provide a visit request IAW DOD Dir. 5220.22-M. In the event CCI or classified material is required to be installed on or carried in the aircraft the civilian maintenance personnel will execute a Classified Material Non-Disclosure Statement. 

3-8.  Operation Security (OPSEC).  Training will be accomplished annually.  For more information see Annex D.



3-9. Electronic Security.  All computers and information contained within Det 45 offices are the property of the USPFO Nevada. A Detachment Information Manager is appointed by the Commander.  Access to OSA computers is limited to OSA Det 45 personnel or their authorized individuals. NVARNG IMO is the governing authority for access, maintenance and authorization of computers and or information and electronic programs installed. Abuse or unauthorized content on computer systems is prohibited. Ref: NVARNG IMO Policy. 

3-10. Personnel Security. Individuals are under continuous evaluation to maintain their access to sensitive information. Personnel will ensure they keep their personal lfe in order (to avoid alcohol / drug abuse, financial irrresposibility, mental conditions, etc)for security clearance eligibility.

3-11. Personel with derogatory information:  Will be reported exercising the chain of command when derogatory information is received.  If problem can’t be resolved legal department or post securiity  (if available) will be used for advice
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